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Description 

SYSTEM AND METHOD FOR 
ACTIVATION OF REMOTE FEATURES 
FROM AN AUTOMOTIVE VEHICLE 

Background of Invention 

[0001] The present invention relates generally to remote control 
devices, and more specifically to a system for remotely 
operating devices external to an automotive vehicle from 
the automotive vehicle. 

[0002] Many vehicles include a remote control that is used to ac- 
tivate various types of devices such as garage door open- 
ers, home security systems, and exterior lighting. The 
transmitters for such devices may be incorporated directly 
into the vehicle such as in the vehicle visor. By depressing 
one or more of the buttons the system can be trained to 
operate external features such as a garage door. Typically, 
little security is associated with such features. That is, 
once access is gained to the vehicle the features may be 
operated with a touch of a button. 



[0003] one drawback to such systems is that once an unautho- 
rized person gains access to a key or to the vehicle the 
system may be operated. For example, if a vehicle with 
such a system is left in the driveway of a residence, access 
may be easily gained into the vehicle and the system acti- 
vated to operate a garage door or the like to gain access 
to the residence. 

[0004] one known system requires that a vehicle ignition be 

turned on with a vehicle key in order to activate the sys- 
tem. However, if an unauthorized person gains access to 
the vehicle with the vehicle key, the remotely operated 
devices such as a garage door may be operated. 

[0005] it would therefore be desirable to provide a system that 

remotely operates various devices and includes security 

features to prevent unauthorized operation of the security 

devices. 
Summary of Invention 

[0006] The present invention provides improved security for op- 
erating a remote device. 

[0007] | n one aspect of the invention, a system for operating a 

remote device from an automotive vehicle comprises a key 
pad that generates a first coded signal and a transmitter 
controller coupled to the key pad receiving the first coded 



signal and generating a control signal in response to the 
first coded signal. 
[0008] | n a further aspect of the invention, a method of operating 
a remotely controlled device using a transmitter on an au- 
tomotive vehicle comprises generating a first coded signal 
corresponding to a combination of buttons from a key 
pad coupled to the vehicle, determining a control signal 
corresponding to the first coded signal when the first 
coded signal is stored in the memory, and transmitting a 
control signal to the remotely controlled device corre- 
sponding to the first coded signal from a transmitter of 
the vehicle. 

[0009] one advantage of the invention is an improved security in 
the operation of the remotely controlled devices is pro- 
vided. 

[0010] other advantages and features of the present invention 
will become apparent when viewed in light of the detailed 
description of the preferred embodiment when taken in 
conjunction with the attached drawings and appended 
claims. 

Brief Description of Drawings 

[001 1] Figure 1 is a block diagrammatic view of one embodiment 
of a system according to the present invention. 



[0012] Figure 2 is a block diagrammatic view of one embodiment 
of a transmitter controller according to the present inven- 
tion. 

[0013] Figure 3 is a flow chart illustrating the operation of one 

embodiment of the present invention. 
Detailed Description 

[0014] | n the following figures the same reference numerals will 
be used to illustrate the same components. 

[0015] The present invention is described with respect to an au- 
tomotive vehicle that may include various types of auto- 
motive vehicles such as cars, trucks, planes, and boats. 

[0016] Referring now to Figure 1, an automotive vehicle 10 is il- 
lustrated having a system 12 for operating a remotely 
controlled device 14. Various types of remotely controlled 
devices may be activated by the system 12. That is, the 
remotely controlled device may be a garage door opener, 
gate, deadbolt, lighting, or other types of remotely con- 
trolled devices including another vehicle. The system 12 
and the remotely controlled device 14 are wirelessly cou- 
pled together. The system 12 generates a control signal 
16 that is used to operate the remotely controlled device 
14. The control signal 16 is received through an antenna 
18 that is coupled to the remotely controlled device 14. A 



remote transmitter for a device to be controlled such as a 
garage door opener remote may be used to train the sys- 
tem. 

[0017] a transmitter controller 20 is used to generate the control 
signal 16. The transmitter controller 20 will be further de- 
scribed below in Figure 2. The transmitter controller 20 
may be a stand-alone device or incorporated into another 
transmitting device of the vehicle. For example, the radio 
transmitter may be used. In addition to the transmitter 
controller 20, the system 12 may include a portion of a 
vehicle bus 22. Vehicle bus 22 communicates various in- 
formation between the devices on the vehicle bus. 

[0018] Transmitter controller 20 is coupled to a key pad 24. Key 
pad 24 generates a first coded signal corresponding to a 
combination of button activations. Key pad 24 provides 
the transmitter controller 20 with the first coded signal 
and causes the transmitter controller to generate a control 
signal as will be described below. Key pad 24 is illustrated 
as a stand alone key pad coupled into the vehicle through 
vehicle bus 22. Key pad 24 may be dedicated to the oper- 
ation of the remotely controlled devices. Alternatively, or 
in addition to the key pad 24, other devices incorporating 
already existing key pads may be used to generate the 



first coded signal. For example, a key pad 26 on a radio 
28 that is coupled to the vehicle bus 22 may be used to 
generate the first coded signal. Another alternative loca- 
tion for a key pad is a keyless entry pad 30 that is coupled 
to a body security module 32. The keyless entry pad 30 is 
commonly used in Ford and Lincoln-Mercury vehicles. The 
keyless entry pad is typically located on the driver side 
door and used to provide a coded signal to the body se- 
curity module 32 which in turn is used to operate the 
locks on the vehicle. The keyless entry pad 30 may also be 
used to generate the first coded signal to operate the re- 
motely controlled device 14. 
[0019] The automotive vehicle 10 may also include a power sup- 
ply 34 coupled to the vehicle bus 22 that is used to supply 
power to the various devices. In addition, the automotive 
vehicle 10 may include an ignition lock 36 that has a key 
38 associated therewith. The ignition lock 36 generates a 
lock status signal corresponding to the position of the key 
within the lock cylinder. The ignition lock 36 is used to 
initiate the starting of the vehicle and provide power to 
certain components. However, the present invention does 
not rely upon power from the ignition lock 36. As can be 
seen, the power supply 34 may be directly coupled to the 



vehicle bus for distribution to such devices as a key pad 
and transmitter controller 20. Thus, the operation of the 
remotely controlled device does not rely on the ignition to 
enable the system. The system is enabled by providing a 
proper combination of coded signals from the key pad. 

[0020] a timer 40 may also be incorporated in the system. A 
timer 40 may be used to provide a significant delay be- 
tween retries if an incorrect code is entered more than a 
predetermined number of times. 

[0021] various types of codes may be entered into the system. 
For example, certain codes may unlock the system 
whereas other codes may actuate the individual devices. 
Other codes may be used to initiate the programming of 
the system. A display 42 and an audible indicator 44 may 
provide respective visual and audible cues to the proper 
programming of the system. For example, display 42 may 
provide step-by-step instructions on an alpha-numeric 
display or through an instrument panel light. Audible in- 
dicator 44 may provide an audible cue as to the successful 
programming of the system. Both display 42 and audible 
indicator 44 may be coupled to the vehicle bus 22. In ad- 
dition, a service connector 46 may be used to program the 
system. Service connector 46 may be used to reset the 



memory (shown in Figure 2) of the controller 20. Also, 
service connector 46 may be used in combination with the 
ignition key 38 and ignition lock 36 to reset the transmit- 
ter controller 20. The service connector 46 is a connector 
that is used to couple to an external service tool (not 
shown) that is computer-based. 
[0022] | t should be noted that the key pad locations are provided 
as potential embodiments of the present invention. Any 
key pad within a vehicle may be used by the present in- 
vention. For example, if the HVAC module includes a key 
pad, such a module may be used to activate the present 
invention. 

[0023] Referring now to Figure 2, transmitter controller 20 is il- 
lustrated in further detail. Transmitter controller 20 in- 
cludes a bus interface that is used to receive information 
such as the coded signals from the bus 22. The bus inter- 
face may act as a decoder for receiving the information. 
Transmitter controller 20 may also include a memory 52 
that is used to store the various codes and the associated 
frequency or code for enabling the remotely controlled 
device 14. Memory 52 may, for example, be non-volatile 
memory. As illustrated, memory 52 may include a table 54 
having the various associations therein. 



[0024] Enable logic 56 may also be included within the transmit- 
ter controller. Enable logic 56 compares the received 
codes with the codes in the memory 52 and provides a 
control signal output 58 corresponding to the proper fre- 
quency or code associated with the code provided to the 
system through the various key pads. The transmitter 60 
which is coupled to an antenna 62 converts the control 
signal 58 into a wireless, preferably RF, signal for trans- 
mission to the remotely controlled device 14. 

[0025] The bus interface 50 may also be used to trigger the 

clearing of the memory 52 or programming of the mem- 
ory 52 when predetermined codes are entered into the 
system. 

[0026] Referring now to Figure 3, one method for operating the 
system is illustrated. In step 70, whether or not a service 
command reset has been received is determined. If a ser- 
vice command reset has been received, the memory is re- 
set in step 71. The system returns back to step 70. 

[0027] |f no service command has been received the system pro- 
ceeds to step 72. In step 72 a code is entered from one of 
the key pads. The code is formed into an electrical pat- 
tern. The system proceeds through step 73 if the system 
is not disabled or a timer is not active. If the code corre- 



sponds to a program code in step 74, step 76 is executed 
in which a code associated with the device is programmed 
into the system or transmitter is "trained" by decoding 
signal from a transmitter that normally operates Remote 
Controlled Device (like garage opener remote). In step 78 
a frequency or code associated with operating the device 
is also stored in the system. The data from steps 76 and 
78 may be entered into the system in various ways includ- 
ing through the service connector 46 or through the key 
pads 28, 24, or 30, alone or in combination with the help 
of display 42, audible indicator 44, and the operation of 
the ignition lock 36 by key 38. The information is stored 
in the table within memory 52. 
[0028] Referring back to step 74, if the code is not a pro- 
grammed code, the memory 52 is checked to determine 
whether the code is a stored code. If the code is a stored 
code in step 82 the frequency or the other related identi- 
fying characteristic associated with the code is generated 
in step 84 and transmitted from the transmitter controller 
20. 

[0029] Referring back to step 82, if a code is not a stored code 
the code may be a disable code. If the code is a disable 
code in step 86, the system is checked to determine if the 



system is disabled in step 88. If the system is disabled 
and may not be activated unless another code or the dis- 
able code is activated in step 90. That is, the ability to 
generate a transmitter code may be disabled until the dis- 
able code or another code is entered into the system 
through a key pad. If the system is not disabled in step 
88, the system is disabled in step 92. 

[0030] Referring back to step 86, if the code is not a disable code 
then the system determines if the number of tries is 
greater than an amount allowed in step 94. If the number 
of tries is not greater than a number allowed in step 94, 
step 70 is executed. If the number of tries is greater than 
a number allowed, a timer is activated in step 96 and the 
system is disabled in step 92. A new number or code can- 
not be tried for a predetermined amount of time. 

[0031] As described above, the present system does not rely 

upon the operation of the ignition lock or switch 36 in its 
operation. The system may be activated without a key and 
thus even if the key is obtained by an unauthorized user, 
the system will not operate the remotely controlled device 
unless a particular code is provided to the vehicle from 
the key pad. Further, wire tampering in order to enable 
the ignition lock will not enable the system unless the 



predefined code has been entered therein. 
[0032] while particular embodiments of the invention have been 
shown and described, numerous variations and alternate 
embodiments will occur to those skilled in the art. Ac- 
cordingly, it is intended that the invention be limited only 
in terms of the appended claims. 



